Introduction
Year 2000 programmes of work! will have mitigated the risk of disruption. However, whilst the risk might have been reduced, it may not be entirely eliminated. Figure 1 illustrates the residual risk. There may be a number of reasons for this, such as there are no practical mitigation actions, limited time and resources to investigate everything or the potential delay in a remediation project. These factors together establish the necessity for contingency plans.
Approach to contingency planning for year 2000
A suggested approach to contingency planning for the year 2000 risk is to build on existing Business Continuity Plans (BCPs).
It is a common understanding that BCPs should ensure the survival of the business under a number of foreseeable business interruption scenarios. The usual way of delivering this is to establish a suite of contingency plans, which together form the BCP. It is not the intention of this article to provide a detailed guide on business continuity planning, this can be found in BSI 7799 Information Security Management3, but the following summary is included for information:
The business continuity planning process should involve the identification and reduction of risks and consequences from deliberate or accidental threats to vital services. The planning process should cover: The planning process should focus primarily on keeping critical business processes and services running, including staffing and other non-computing requirements, not merely on the fall-back arrangements for IT service. A single framework of plans should be maintained to ensure consistency and effective links between different levels of processes. Plans should cover: 1. Emergency procedures -the immediate action to be taken. 2.Fallback procedures -the relocation of essential services. 3. Resumption procedures -the action to be taken to return to normal operation. 4. Test schedule -the arrangements to test and exercise the plans.
Aim of contingency planning
Risk Figure 1 : Simplified risk mitigation.
Reducing Risk
Contingency plans 101' the likely residual risk
The aim is to define an alternative process which may fully or partially replace the capability of the interrupted process. The purpose is to avoid or reduce the effects of failure, by ensuring that there is a plan of action should a failure occur, therefore contingency plans should define how to deal with system failures. The effects of failure must therefore be investigated well in advance for the plan to be effective. It is then important to establish a timetable of events, which identifies critical stages of a developing situation leading to potential failure. Existing business continuity plans should provide a framework for the definition of company responses to disruption. However, the year 2000 risk described by a number of parameters in Table 1 is unique and unprecedented compared to non-Y2K exposures, requiring fresh consideration of existing plans. A particular concern is that Y2K faults are potentially 'common' to all programmable systems. Failures due to such faults are therefore termed
What is different about Y2K contingencies? o The development and exercising of the Millennium Operating Regime (MOR).
The period approaching the millennium, during and after, should be given special attention. The Millennium Operating Regime should be developed and implemented to consolidate contingencies into an organised work regime; this should then be exercised prior to the millennium. The result of applying these three key stages is to achieve a state of year 2000 readiness. Figure 2 illustrates this model.
What contingency plans do we need?
The obvious aspects to plan for are in IT and operations where embedded chips are found, but you also need to consider all aspects of the business.
The starting point for contingency planning should be the assessment of the risk to the business. This allows identification and selection of critical functions or processes, and where time or resources to make these compliant are not sufficient to meet the Y2K deadline, or for which there is inadequate confidence to get a Y2K ready status. Therefore the Risk Assessment provides the basis for identifying and developing contingency plans. Whenever critical functions and processes identified by the Risk Assessment cannot be fixed by remediation, a contingency plan should be developed.
Contingency plans are not just about making your own business processes or systems ready. They also need to take into account your trading partners, customer / supply chain. It should not be forgotten that external as well as internal risks need to be taken into account; this may include specific contingencies for services and goods (i.e. spares) coming from external organisations. Contingency planning complements all the other initiatives taken to mitigate the Y2K problem and should be developed in parallel with them. The suggested The contingency plan should describe the organisation, responsibilities, procedures, a plan of action and resources (human and technical) needed to ensure the continuity of the organisation's core processes. It must safeguard the company's ability to produce at least a minimum acceptable level of outputs, responding to and possibly preventing the loss or degradation of essential processes.
Normally this is not a long-term solution but rather it supports the company's ability to react to, and manage, the event. It should also allow for the restoration of normal functioning in the most cost-effective way and with no service disruption.
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Step Activity 
Prepare contingency plans from the conclusions of your examination for implementation on the specified dates Comment
Determining the susceptible days will assist in formulating the MOR duty rota. The dates should cover:
The period before midnight of the preceding day for continuous processes. For non-continuous processes the period before your programmable system is used. And before forecasts or predictions are made, i.e. when a process will end or when ma!ntenance will next be needed.
The point is to establish which system may be susceptible, and how vulnerable it will be to Year 2000 failures. Identify the control system of the equipment and consider the implications if it fails.
It is important to establish how safety is maintained in case of a failure. You should consider the failure and the mode of failure, since a failure may dictate that both the programmable and any non-programmable system are operating properly in order to maintain safety. You should also consider that a failure might cause the system to be in an unpredictable state. From a business continuity perspective examine whether there is a procedure which will allow the process to continue safely, and cost-effectively, i.e. what level of (safe) performance will this permit?
Make sure all interdependencies are fully understood and all system parts identified. The key points are to: Identify a Y2K failure as soon as possible (this is one of the most important aspects of your contingency plan). Know the procedure for making safe. Know the procedure for using intermittently-used equipment safely and efficiently. Know the procedure for any walk around where these can be implemented safely.
Identify:
The criteria and tests for detecting a Y2K fault and the training required to detect a fault. The method for making safe and the training required to ensure personnel know how to make safe.
The tests to demonstrate that non-programmable safety related systems (if any) are operating correctly. If a shutdown is to be avoided once a date-related failure occurs, then specify:
The conditions under which operation may continue (e.g. under manual control). The actions to be carried out to maintain safety. The period of time that the process can run in this manner. Key personnel and locate them strategically.
Pay particular attention to common cause failures and any service providers or just-in-time deliveries.
Consider: What training is needed? Who will provide the training? When will the training be provided?
Test and amend contingency plans. Record and communicate the contingency plans. Contingency planning for Y2K -Cosentino Business Processe.
System; using a top-down analysis to establish the critical business processes. Then to make use of the significant amount of work the Instrumentation and Control Engineer will already have carried out at system level using the bottom-up approach, to integrate the detailed system contingency actions with the critical processes. Following integration of the business critical processes with the systems contingencies, all contingency plans should be brought together under the BCP. When developing the business processes contingency plans, the following areas should be addressed, which will require the user to have a good understanding of the business: Additionally, a number of points / issues need to be considered, in conjunction with the questions above. The main ones are:
o For each process, that has a contingency plan, the strategy should define: -full recovery of the process; -partial recovery; -alternatives, i.e. manual or automated; -the performance level to which the service will be re-instated. o Document and communicate the contingency plan. Share the information about your own risk status and contingency plans with your trading partners / service providers upon whom you depend; check the actual availability of adequate contingency plans to support your operation. (Cooperation is key. Formation of workgroups at the national, area, and local level is an effective way to manage the risk.)
Developing system contingency plans
The Instrumentation and Control Engineer has a vital role to play in this process. The specialist knowledge and understanding of the control systems, together with an understanding of their potential failure mode, makes a significant contribution to the preparation of contingency planning. It is a crucial part of Y2K contingency planning to make good use of the advance warning of the high-risk periods. To do this will require a good understanding of how the systems work and how they support the overall business critical processes. Table 2 provides guidance and some explanation to assist the preparation of contingency plans for instrumentation and control systems.
Conclusion
The Year 2000 problem has been recognised from the early stages as being all pervasive. It has necessitated a holistic approach to be taken due to the many across business issues. Achieving Year 2000 readiness has required the use of multi-disciplinary teams; an essential member of this team has been and continues to be the Instrumentation and Control Engineer. As we approach the millennium, there is still time to review our business and to improve and refine the preparations we have planned. A possible lasting effect of this programme of work may be the heightened exposure of our profession and the contribution we make to our business and to our everyday lives.
